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NMHO®OPMALIMOHHAA NAMATKA
AN ObYYAKOLWNXCA ANA PASMELLEHNA
HA O®PULUMNAJIbHbIX MHTEPHET-PECYPCAX

C KaXxabIM rogoM MoOSIoAeXn B MUHTEPHETE CTAaHOBUTLCS 60/blUE, @ WWKObHUKU OAHMU
N3 caMblX aKTUBHbIX MoJjib3oBaTenien PyHeTa. Mexay TeEM, MOMMMO OFPOMHOI0 KOJIMYECTBA
BO3MOXHOCTEN, WHTEpHEeT HeceT M npobnembl. DTa namMaTka AO/HKHA Mnomodb Tebe
6e30nacHO Haxo4UTbCH B CETU.

KomnbroTepHble BUPYCbI

KoMnblOTEPHbIN  BUMPYC - 3TO Pa3HOBMAHOCTb  KOMMbIOTEPHbLIX MpPOrpamm,
OT/IMYNTENIbHON OCOBEHHOCTbIO KOTOPON SIBASIETCS CMNOCOOHOCTb K pa3MHOXeHu. B
AOMOSIHEHNE K 3TOMY, BUPYCbl MOTYT MOBPEAUTb UAN MOAHOCTBIO YHUUTOXUTb BCE pannbl
W [AaHHble, MOAKOHTPOJIbHbIE MOSb30BATEND, OT MMEHW KOTOporo 6bina 3anyuieHa
3apaxKeHHas nporpaMMa, a TakKXe MNOBpPeAuTb WU AaXe YHUUTOXUTb ONepauuoOHHYHO
cucTtemy co BcemMum dannamm B UenoM. B 6onblIMHCTBE C/yyaeB pacnpoCTpaHSATCA
BUPYCbl Yepe3 UHTEPHET.

MeToAabl 3alnTbl OT BPeAOHOCHbIX MPOorpamm:

1. Wcnonb3y COBpPEMEHHbIE OMepaunoHHble CUCTEMbI, MMeloLWNne Ccepbe3HbIn
YPOBEHb 3alunTbl OT BPeAOHOCHbIX NpOrpammM;

2. NoCTOSAHHO ycTaHaBnuBan nadutu (UnMdpoBble 3anaaTku, KOTOpble aBTOMaTUYeCKu
yCTaHaB/IMBAOTCA C Uenbld A0paboTKM nporpaMMbl) U ApyrMe OOHOBMEHUS CBOEWN
ornepaumoHHoOM cucTeMbl. CkaumBam nx ToNbKO € opuumnanbHoOro camta paspabortumka OC.
Ecnu cyuwecTByeT pexum aBTOMaTnyeckoro o6HOBNEHUS, BKIOYM €ro;

3. Pabotam Ha cBoeM KOMMblOTEpPe NO4 nNpaBaMu nNonb3oBaTens, a He
aAMWHUCTpaTopa. DTO He no3BOAMT  BGONbWWMHCTBY  BPEAOHOCHbLIX  MpOrpamm
MHCTaANIMPOBaTbCA Ha TBOEM MepcoHaNbHOM KOMMbOTEPE;

4. Ncnonb3yn aHTUBMPYCHblE MPOrpaMMHble NPoAYKTbl M3BECTHbIX Npou3BoAUTENEN,
C aBTOMaTU4ecknuM obHoOBNEHMEM 6a3;

5. OrpaHunyb dum3mMyecknuin A0CTYyN K KOMMbIOTEPY ANS NOCTOPOHHUX Nnu;

6. icnonb3yi BHEWHMeE HOCUTENN MHPOpMaLmMn, Takme Kak dnewka, aAuck nnu damn
N3 MHTEepHeTa, TONIbKO U3 NPOBEPEHHbIX NCTOYHUKOB;

7. He oTkpbiBa KOMNblOTEPHbIE halifbl, NONYYEHHbIE N3 HEHAAEXHbIX MCTOYHUKOB.
[daxe Te dalinbl, KOTopble Npucaan TBOM 3HAKOMbINA. Jlydlle YyTOYHW Y Hero, oTnpasasan
1 OH Tebe ux.

Cetn WI-FI



Wi-Fi - 3TO He B1A nepeaauun AaHHbIX, HEe TEXHOJIOMUS, a BCero nuwb 6peHa, Mapka.
Ewe B 1991 roay HuaepnaHackas KoMnaHus 3aperunctpuposana 6perHa "WECA", uTto
obo3Hauyano cnosoco4yeTanHme "Wireless Fidelity", «koTopblhi nepeBOANTCA  Kak
"6ecnpoBoaHas TOYHOCTL".

[o Hawero BpemeHn gowna gpyrasa abbpesuaTypa, KOTOpas SABNSETCH TaKOW Xe
TexHosnormen. 3t1o abbpesmatypa "Wi-Fi". Takoe Ha3BaHue 6bII0 AaHO C HaMEKOM Ha
CTaHAapT BbICWIEN 3BYKOBOW TexHuMku Hi-Fi, 4TO B nepeBoge o0O3HayaeT "BblCOKasd
TOYHOCTbL".

[a, 6ecnnaTHbll MHTEpPHET-A0OCTYN B Kade, OoTensax W aspornoptax SBASAETCHA
OT/INYHON BO3MOXHOCTbIO BbIX04a B MHTEpPHET. HO MHorme 3skcnepTbl CUYMTAlOT, 4TO
obwepoctynHble Wi-Fi ceTn He aBnatoTca 6e30nacHbIMMA,

CoBeTbl No 6e3onacHoCcTM paboTbl B 06LenoCcTynHbIX ceTax Wi-fi:

1. He nepenaBait cBOWO NUUHY0 MHMOpMauuno depe3d obuiegoctynHbie Wi-Fi cetun.
PaboTas B HUX, XenaTenbHO He BBOAWUTb Naposn AOCTyna, NOrMHbl U Kakne-To HoMepa;

2. icnonb3yi n 06HOBNAK aHTUBUPYCHbIE NporpaMMbl M 6paHaMayep. TeM caMbiM Tbl
obe3onacub ceba OT 3aKayukM BUpyCa Ha TBOe YCTPOMCTBO;

3. Mpun wncnonb3zosanmn Wi-Fi oTknoumn dyHkumio "O6wmin goctyn K dannam um
npuHtepam". [aHHas @yHKUMS 3aKpbiTa N0 YMOJIY@HMIO, OAHAKO HeKoTopble
Noab30BaTENN aKTUBUPYIOT ee Ans yaobcTea ncnosb3oBaHua B pabote nnm ydyebe;

4. He ncnonb3yi nybanynbin WI-FI ansa nepegaym nMUHbIX gaHHbIX, HanpuMmep ans
BbIX0A4a B COUMaAsIbHbIE CETU UM B SNIEKTPOHHYIO MOYTY;

5. Ncnonb3yn TONbKO 3alUMLLEHHOE coeanHeHmne Yyepes HTTPS, a He HTTP, T.e. npu
Habope Beb-aapeca BBoan UMeHHO "https://";

6. B M™MobunbHoM TenedoHe OTKAOUM PyHKUMo "ToaknoyeHune K Wi-Fi
aBTOMaTmyeckn". He gonyckarn aBTOMaTM4yeCcKoro NoAK/Ito4YeHna ycTponcTea Kk cetam Wi-
Fi 6e3 TBOEIrO cornacus.

CoumanbHble ceTn

CoumanbHble CETU aKTUBHO BXOASIT B Hally XWU3Hb, MHOIME NtoAM paboTatT U XUBYT
TaM NOCTOSIHHO, a B Facebook y»xe 3apernctpupoBaH MuaavMapa YenoBek, YTO ABNSETCS
OAHOMN CceabMOMN BCeX XWUTenewm nnaHeTbl. MHOornme nosib3oBaTenn He MNOHMMAIT, 4TO
nHdopMaumsl, pasMeweHHas MMM B COLMAlbHbIX CETAX, MOXeT ObiTb HandeHa W
NCNoJib30BaHa KeM yrogHo, B TOM ymncse He o6s3aTenbHO € 61arMMm HaMepeHnUsaMu.

OCHOBHbIe coBeTbl Mo 6€30NacHOCTM B COUMANbHbIX CETSX:

1. OrpaHuyb cnucok apy3en. Y Tebss B APY3bsAX HE AOMKHO ObiTb C/yYalHbIX W
HE3HaKOMbIX NOAEN;

2. 3awmuwan ceBoto 4YacCTHYIO XU3Hb. He yKa3sbiBall naponum, tenedoHbl, agpeca, aAaTty
TBOEro PpOXAEHMS U APYFYK JINYHYKO UMHGOpMaUWUID. 3N0YMbIWIEHHUKN  MOTyT
NCNOoJ1b30BaTb Aaxe MH(OpMaumMio 0 TOM, KakK Tbl U TBOW POAUTENM MJIAHUPYETE NPOBECTU
KaHWKYbl;

3. 3awmLan CBOK penyTauumio - AEPXU €e B UMCTOTE M 3adaBan cebe Bonpoc: xoTen
6bl Tbl, YTO6bI ApYyrMe NoNb30BaTENM BUAENMN, YTO Thl 3arpyxaews? MNogyman, npexae 4em
YyTO-TO ONYy6AMKOBaTb, HaNucaTb U 3arpy3uTb;



4. Ecnu Tbl rOBOPULLb C NIOAbMU, KOTOPbIX HE 3Haelb, He UCNOJIb3YN CBOE peanbHoe
UMSA N APYTYIO JINYHYIO0 MHDOPMaUUK: UMS, MECTO XWUTENbCTBA, MECTo yyebbl n npodee;

5. WN3berann pa3meweHnsa ddotorpadmnin B WHTEpHeETe, rae Tbl KM300paXeH Ha
MECTHOCTM, MO KOTOPON MOXHO onpeaennTb TBOe MeCTOMNoI0XKeHMne;

6. Mpu perncrpaumm B CouManbHON CEeTUM HeobXxoAMMO WMCNOMb30BaTb CJ/I0XHbIE
naponau, cocroswme ns 6yks n umdp M C KONMYECTBOM 3HAKOB He MeHee 8;

7. [Ona couuanbHOM CeTu, MOo4YTbl U APYrnx CanmToB Heo6XOAMMO MCrOoJsb30BaTb
pa3Hble naponu. Toraa ecnu Tebs B3/10MalOT, TO 3/1I0YMbIWIEHHUKW Noay4yaT AOCTyn
TO/IbKO K OAAHOMY MeCTYy, a He BO BCe Cpa3y.

ONeKTPOHHbIe AeHbIn

DNEKTPOHHbIE AEHbIN - 3TO OYEHb YAOOHbLIN CNOCO6 MaaTexen, 0AHaAKO CYLLECTBYIOT
MOLUEHHWKM, KOTOPble XOTAT MNONY4YUTb 3TN AEHbIU.

DNeKTPOHHbIE AeHbr'M NOSABUINCL COBCEM HEAABHO M MMEHHO M3-3a 3TOr0 BO MHOMMX
rocygapcreBax A0 CUMX MOP He NPONMCaHo Npo HUX B 3aKOHaX.

B Poccum xe OHM (DYHKUMOHMPYIOT M O HUX YXXEe MpOMNMCaHO B 3aKOHe, rae ux
pa3fensioT Ha HEeCKOSbKO BWMAOB - @HOHMMHbIE U HE aHOHWMHble. PasHuua B TOM, 4TO
AHOHMMHbIE - 3TO T€, B KOTOPbIX pa3pellaeTcs NpoBoAMTb onepauunn 6e3 naeHtudbukaumm
nonb3oBaTtens, a B HEAHOHWUMHbIX WAEHTUPUKAUMA  MONb30BaTeNs  SABASETCS
obsazaTtencHOMN.

Takxe  cnegyetr  pasfvyaTb  3/1€KTPOHHble  duaTHble  AeHbrn  (paBHbI
rocyaapCTBeHHbIM  BankdTamM) UM 3NEKTPOHHble HeduaTHble AeHbrn (He  paBHbI
rocyaapCTBEHHbIM BantoTaM).

OcHoBHble coBeTbl Mo 6e3onacHoOM paboTe C 3INEKTPOHHbIMU AeHbraMmu:

1. MpuBSHXKN K cyeTy MOO6UNbHbLIN TenedoH. DTo caMbln YAO6HbIN U 6bICTPLIA CNOCO6
BOCCTa@HOBMUTb AOCTYN K c4yeTy. [puBsA3aHHbIM TenedoH NOMOXET, ecnn 3abyaelwb CBOWM
niaaTexXHbl Napofb UK 3angellb Ha CaluT C HE3HAKOMOro YCTPOMCTBA;

2. Vicnonb3yi ogHopa3oBblie naponu. Nocne nepexoaa Ha YCUIEHHYIO aBTOPU3aLMIO
Tebe yxxe He ByaeT yrpoxaTb ONaCHOCTb KpaXu UK nepexsata NNaTeXHOro napons;

3. Bblbepn cnoxHblit naponb. MNpectynHukam 6yaeTr He MpPoOCTO yradaTb C/OXHbIN
naponb. HagexHble naponu - 3TO Naposiv, KOTOpble CoAepXaT He MeHee 8 3HaKoB WU
BKJIIOYAIOT B Cebs CTpOYHblE N NPONUCHbIE 6YKBbI, LNPPbI U HECKOIbKO CUMBOJIOB, Takue
Kak 3HaK gonnapa, yHTa, BOCKAMUATENbHbIA 3HaK U T.N. Hanpumep, $tRONg!;;

4. He BBOAM CBOM NINYHbIE AA@HHbIE HA CanTaX, KOTOPbIM He AOBepseLlb.

AneKTpoHHas noyrta

DNeKTpPOHHas NoYTa - 3TO TEXHONOrMS N NpeaoCTaB/seMble el YCyrm No nepecbiike
M NONYYEHUID 3/IEKTPOHHbIX COOOLEHM, KOTOpble pacnpeaensitoTCd B KOMMbOTEPHOMN
cetu. OO6bIYHO 3SMEKTPOHHbIA MOYTOBbIM SWMK BbIFSAUT CNeaylwmuM obpas3oMm:
UMA_Nonb3oBaTtens@uMsa_aoMeHa. TakXke KpoMe nepegayvm MpocToro TeKCTa, UMeeTcs
BO3MOXHOCTb nepeaasaTb danbl.

OcHoBHbIe coBeThbl Mo 6e3onacHoin paboTe € 2N1€KTPOHHOM NOYTOMN:



1. Hago BbibpaTb NpaBubHbIA MOYTOBbLIM CepBUC. B MHTEpHeTe eCTb OrpoOMHbIN
Bblbop 6ecnnaTHbIX NOYTOBbLIX CEPBUCOB, OAHAKO Nydlle AOBEPATb TeM, KOro 3Haewb U
KTO NEpPBbLIN B PENTUHTE;

2. He yka3biBai B IMYHOWN NoYTE NINYHYIO MHDOpMauuto. Hanpumep, nydile BbibpaTb
"My3blkanbHbI_daHaTt@" nnm "pok2013" BMecTo "Temal3";

3. Ncnonb3yn ABYyX3TaAMHyl aBToOpM3auuio. DTO Korga MOMMMO MNaponst HyXHO
BBOAMTb KOA, NpUcCbIsIaeMblr no SMS;

4. Bblbepn CNOXHbIA Naponb. [ns Kaxaoro rnovTtoBOro SlMKa AOMKEH 6biTb CBOM
HaAeXHbI, YCTOMYUBBIA K B3/IOMY Naponb;

5. Ecnm ecTb BO3MOXHOCTb HanmcaTb CaMOMY CBOW JIMYHbIA BOMPOC, UCMOMb3YN 3Ty
BO3MOXHOCTb;

6. Ncnonb3yn HECKONIbKO MOYTOBbIX SALWMKOB. [MepBbli A8 YacCTHOM MepEnnCKU C
aapecaTaMn, KOTOpbIM Tbl AOBepsielb. DTO 3/1€KTPOHHbLIA agpec He HAZO MCNOMb30BaTb
npu perncrtpaummn Ha dopymax n camTax;

7. He oTkpbiBan daiiibl n agpyrue BAOXeHUs B NMCbMax, Aa)Ke eCn OHW NPULLIIN OT
TBOMX Apy3en. Jlydwe yTOUHW Y HUX, OTNpaBnsau n oHn tebe atn dannebl;

8. Mocne okoH4aHua paboTbl Ha NMOYTOBOM CepBMCE Nnepen 3aKpbITUEM BKIaAKM C
canToMm He 3abyab HaxaTb Ha "BeinTn".

Kn6epO6ynnuHr nnm BupTtyanbHoe nsaeBaTenibCTBO

KnbepbynnuHr - npecnegoBaHume cooblieHnsammn, coaepxawmmm ockopbneHus,
arpeccuto, 3anyrmBaHue; XyNUraHcTBO; coumanbHoe O60MKOTMpPOBaHME C MOMOLLbIO
Pa3/INYHbIX UHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl Mo 6opbbe ¢ kMbepbynANHIroMm:

1. He 6pocamcsa B 6on. Jlyywmin cnocob: nocoBeToBaTbCA Kak cebs BeCcTu U, ecnum
HET TOro, K KOMY MOXHO 06paTuTbCsi, TO BHayane ycnokouTbcs. Ecnm Tbl HayHewb
oTBe4yaTb OCKOpb6seHMsMM Ha ockopbneHusi, TO TONbKO euwe 6onblle pasoxxkewb
KOHMUKT;

2. Ynpasensn cesoen knbeppenyTtauuen;

3. AHOHMMHOCTb B CeTU MHMMas. CywecTBylT cnocobbl BbISCHUTb, KTO CTOUT 3a
AHOHMMHbIM aKKayHTOM;

4. He CTOUT BECTU XynuraHckmin obpas BUpPTYyanbHOW XU3HWU. IHTEpHET dpukcmpyeT
BCE TBOW AENCTBUS U COXPAHSAET UX. YAanuTb X 6yaeT KpanHe 3aTpyAHUTENbHO;

5. Cobntopan cBOK BUPTYasibHYIO YeCTb CMOJIOAY;

6. UrHopupyn eavHuyHbIM HeratmB. OaHOpa3oBbie OCKOpHUTENbHblEe COObLLEeHMS
nyduwe nrHopmpoBaTb. O6bIYHO arpeccus npekpallaeTcs Ha HavyanbHOM cTaauun;

7. baH arpeccopa. B nporpamMmax obMeHa MrHOBEHHbIMW COOOLEHNAMU, B
couManbHbIX CeTAX eCTb BO3MOXHOCTb 6/710KMPOBKM  OTMpaBKM  COOBLIEHMA C
onpeneneHHbIX aapecos;

8. Ecnu Tbl cBupaeteno kubepbynnuHra. TBOM A[EWCTBUA: BbICTYNUTb MNPOTUB
npecnenoBartens, NokasaTb €My, YTO ero AeNCTBUS OLLEHMBAIOTCHA HEraTMBHO, NoAAEpPXaTb
XKEepTBY, KOTOPOM HYyXHa MNCUXonormyeckas mnoMOLWb, COObWNTb B3poCibiIM O dakTe
arpeccMBHOro NOBEAEHUS B CETMU.



Mo6unbHbIV TenedoH

CoBpeMeHHble cMapTdOHbl M nAaHWeTbl cogepXaT B cebe BNOAHE B3POC/bIA
dyHKUMOHAN, N Tenepb OHW MOTYT KOHKYPMPOBaTb CO CTaLMOHApPHbIMM KOMMNbIOTEPAMM.
OpHako, cpeAcTB 3alnUTbl ANns NoA06HbIX YCTPOMCTB NMOKa O4YeHb Mano. TecTupoBaHue m
NMOUCK YSI3BUMOCTEN B HUX MPOUCXOAMT He TaK MHTEHCMBHO, Kak ansa K, To xe camoe
KacaeTcsi U MOBUbHbBIX MPUNTOXEHUN,

CoBpeMeHHble MO6WnbHble 6pay3epbl yXe MNpaKTUYecKM L[OrHaAn HacToMbHblE
aHanorm, ogHako pacwmupeHue dyHKUMOHaNa BneyeT 3a coboi 60MblUYO CMOXHOCTb M
MEHbLUYI0 3aLMLLEHHOCTD.

[Janeko He BCe MNpouM3BOAUTENM BbINyCcKalT OOHOBNEHMS, 3aKpbiBalowWwmne
KpUTUYECKne ysS3BUMOCTU ANS CBOUX YCTPOMCTB.

OcHoBHble coBeTbl A1 6e30nacHOCTU MOH6MAbHOro TenedoHa:

Huyero He aBnsieTcsa no-HactosweMy 6ecnnaTHbiM. byab OCTOpOXeH, BeAb Koraa
Tebe npeanaratoT 6ecnnaTHbIi KOHTEHT, B HEM MOryT ObiTb CKPbITbl KaKMe-TO MAaTHbIE
yCcnyru;

Oymaii, npexage 4yem oTnpaBuTb SMS, oTo MM BUAEO. Tbl TOYHO 3HAELWb, IAEe OHMU
6yayT B KOHEYHOM mTore?

HeobxoamMMo 06HOBMATL ONEpauMOHHYI0 CUCTEMY TBOEro cCMapTdoHa;

Ncnonb3yn aHTMBMPYCHbIE NporpaMmbl AN MO6ubHbIX TenedoHOB;

He 3arpy>an npunoxeHns OT HEU3BECTHOIro0 MCTOYHWKA, BeAb OHM MOryT coaepXaTb
BpeaoHOCHoe nporpaMMHoe obecneyeHue;

lMocne TOro kKak Tbl BblAewWwb C CalTa, rae BBOAMA ANYHYO MHDOpMaUKMo, 3aian B
HacTporkn bpaysepa v yganu cookies;

Meproanueckn NpoBeps, Kakmue naaTHble YCNyrn akTUBMPOBaHbl HA TBOEM HOMEpPE;

[asan cBo HOMep MO6UNbHOro TenedoHa TONbKO OASM, KOTOPbIX Thbl 3HaelWb U
KOMYy AoBepsielb;

Bluetooth gonkeH 6bITb BbIKAKOYEH, KOrda Tbl MM He MNonb3yewbcsd. He 3abbiBai
MHOrAa NpoBepsThb 3TO.

Online urpbl

CoBpeMeHHble OHMAMH-Urpbl - 3TO KpacO4Hble, 3axBaTbiBalolWMe pasBfeyeHus,
06beanHALWNE COTHU ThICAY YenoBeK Mo BCceMy Mupy. Urpokum nccneaytoT AaHHbIA UM
MWUp, O6LWAITCS ApYyr C APYroM, BbIMOAHSAKT 3a4aHus, CPaxaktTcsl C MOHCTpaMu W
Nosy4atoT OnbIT. 3@ YAOBOAbCTBME OHWM MNATAT: NOKYNatT ANCK, ONJa4ynBatoT aboHEMEHT
nnn NpuobpeTatoT Kakme-To onuuu.

Bce 3T cpeactBa vAyT Ha noAAep)XaHuWe M pasBUTME UMpbl, @ TakXe Ha camy
6e30NacHOCTb: COBEPLUEHCTBYIOTCSA CUCTEMbI aBTOpU3auMK, BbIMyCKAKOTCA HOBble NaTyum
(umdpoBbie 3annaTku 4N NporpaMmMm), 3aKpbIBAOTCSA YS3BUMOCTU CEPBEPOB.

B noao6HbIX Mrpax CToMT onacaTbCs HE CTONIbKO CBOMX COMEPHMKOB, CKOJIbKO KpaXu
TBOEro naposnsi, Ha KOTOPOM OCHOBaHa CMCTeMa aBTopmM3auum 60NbLIMHCTBA UTP.

OCHOBHble cOBEeTbI N0 6€30NacCHOCTN TBOEro MIPOBOr0 akKayHTa:



1. Ecnn ppyron urpok BepeTr cebsa nnoxo wunu cosgaetr Tebe HenpusTHOCTH,
3a610KMpyKr ero B CNCKe UIPOKOB;

2. Toxanynca aaMUHUCTpaTopaM Wrpbl Ha MJoXoe MoBeAEeHNE 3TOro MUrpoka,
XenaTtenbHO NMPUIoXKNTL Kakne-TO A0oKas3aTeNbCTBa B BUAE CKPUHOB;

3. He yka3sbiBal 1M4HYy0 MHpopMaLmio B npodaine mrpsbl;

4. YBaxaun ApYyrmx y4acTHUKOB NO Urpe;

5. He yctaHaBnmBan HeoduumanbHble NaTym U Moabl;

6. lcnonb3yn CNoXHble U pa3sHble Naponu;

7. daxe BO BpeM$ Urpbl He CTOUT OTKJKOYaTb aHTMBMPYC. oka Tbl Urpaellb, TBOMU
KOMMNbKOTEP MOrYT 3apasuThb.

DULIKHT unm KpaXxa NMNYHbIX gaHHbIX

O6blyHOM KpaXken AeHer M AOKYMEHTOB CEerofAHs yXe HMKOro He yaAuBUWb, HO C
Pa3BUTUEM WHTEPHET-TEXHONOMMIA 3N0YMbILWIEHHUKN MNepeMeCcTUIMCb B MHTEPHET, WU
NpoAO/IKAT 3aHMMaTbCs "NtobMMbIM" AenoMm.

Tak nosiBunacb HoBas yrpo3a: WHTEepPHET-MOWEHHMYeCTBa WKW (ULIWHE, rnaBHas
uesb KOTOPOro COCTOUT B MOAYYEHUU KOHPUAEHUMANbHbIX AAHHbIX MNONb30BaTenen -
JIOrMHOB M naponen. Ha aHrnminckom asbike phishing untaetcsa kak ouwuHr (ot fishing -
pblbHasg noeng, password - Naponb).

OcHoOBHble coBeTbl Mo 6opbbe ¢ GUWNHIOM:

1. Cnean 3a CBOMM akKkKayHTOM. Ecnu Tbl mogo3peBaellb, YTO TBOS aHKeTa 6bina
B3/I0MaHa, To Heob6xoamnMo 3abnoKnMpoBaTh ee U coobwmTb aAMUHNCTPaToOpaM pecypca 06
3TOM KakK MOXHO CKopee;

2. Wcnonb3yh 6e3onacHble Beb6-canTbl, B TOM 4uCe, UHTEpPHET-MarasuHoOB U
MOUCKOBbIX CUCTEM;

3. icnonb3ym CNoXHble U pa3sHble naponu. Taknum obpasoMm, ecnu Teba B3nomatoT, TO
3/10YMbILWNEHHMKN NonyYaT AOCTYN TOSIbKO K 04HOMY TBOEMYy Npoduao B CETU, @ HE KO
BCEM;

4. Ecnn Tebs B3nomanu, To HeobxoamMmo npeaynpeamTb BCEX CBOMX 3HAKOMBbIX,
KoTopble gobaBneHbl y Tebs B Apy3bsX, 0 TOM, YTO Tebsi B3nOManm n, BO3MOXHO, OT TBOEro
nMeHun 6yaeTt paccblnaTbCs Cnam M CCbSIKU Ha PULLNHIOBbIE CaNThbl;

5. YctaHoBM HagexHbin naponb (PIN) Ha MObuNbHbIN TenedoH;

6. OTKNIOUYM coxpaHeHue napons B 6pay3epe;

7. He oTkpbiBan daiinbl n agpyrue BAOXeEHUs B NUCbMax, Aa)Ke €CN OHW NPULIIN OT
TBOMX Apy3en. Jlydwe yTOUHU Y HUX, OTNpaBnsan n oHn Tebe aTn dainebl.

Ludposas penytauums

Undposas penyTtaumsa - 3TO HeraTMBHas WM MNO3UTUBHAsA MHdoOpMaumss B CETU O
Tebe. KomnpomeTupyowas nHpopmaums, pasMelleHHas B MUHTEPHETE, MOXET Cepbe3HbIM
obpa3oM OTpasuTbCs Ha TBOeN peanbHOM Xu3Hu. "LUndposaa penytauma" - 3TO TBOM
UMNAK, KOTOPbIA hopMupyeTcs ns nHdopmaumm o tebe B MHTepHeTe.



TBOE MecCTO XuTenbcCTBa, y4yebbl, TBOe ¢duMHAHCOBOE MONoXeHne, 0cobeHHOCTU
XapaKTepa u pacckasbl 0 65IM3KNX - BCe 3TO HaKanJMBaeTCs B CETU.

MHoOrme NoApPOCTKM NE€rKOMbIC/IEHHO OTHOCATCS K Ny6ankaumm nnyHonm nHdopmaumnm
B MIHTepHeTe, He NOHMMas BO3MOXHbIX MOCAeACTBUMA. Thl Aa)ke He CMOXelb AoragaTbcs
0 TOM, 4YTO doTorpacdusa, pa3MelleHHas 5 neTt Haszan, CTtana NPUYMHOMN OTKa3a MPUHATb
Tebsa Ha paboTy.

KoMMeHTapun, pasMelleHne TBOuUX doTtorpadmin mn apyrve AeUCTBUS MOryT He
MCYE3HYTb Aaxe Mnocne Toro, Kak Tbl UX yAanuwb. Tbl HE 3HaeWb, KTO COXPaHWi 3Ty
nHdopMaumo, nonasa i OHa B MOUCKOBbIE CUCTEMbI M COXPaHWACb SN OHA, a rNaBHoe:
yTo noayMalT O Tebe oKkpyxawwwme nan, KoTopble HanayT U yBUAAT 3T0. Hantwu
MHPOpPMaLMIO MHOIO NET CNycTs CMoXeT Ntbon - Kak U3 aobpbix NobyxxaeHnin, Tak u C
HaMepeHMeM NPUYNHNTL Bpea. DTO MOXET ObiTb KTO YrogHo.

OCHOBHbIe COBETbI MO 3alunTe UNMdpPOBON penyTauunn:

1. NMoayman, npexae 4eM 4YTO-TO Nyb6AMKoBaTb M nepenasaTh y cebs B 6nore unm B
couunanbHOM ceTu;

2. B HacTpoikax npoduna ycTaHOBM OrpaHMYeHus Ha NPOCMOTP TBOEro npodunsa u
€ero coAaepXxumoro, caenan ero Tonbko "ans apysen';

3. He pasMewann wn He ykasbiBah MWHPOPMALUIO, KOTOpass MOXeT Koro-nnbo
ocKkopbnsaTb nnm obuxaTb.

ABTOpCKOE npaBo

CoBpeMeHHble LWKONbHUKM - aKTUBHble nosb3oBaTteny umMdpoBOro NpoCTpaHCTBA.
OaHako Aaneko He BCe 3HAKT, YTO MOSIb30BaHWE MHOMMMW BO3MOXXHOCTSIMU LUEMPOBOro
Mupa TpebyeTt cobntoaeHns NpaB Ha UHTENNEKTYyaslbHYt0 CO6CTBEHHOCTb.

TepMUH "MHTennekTyanbHass CO6CTBEHHOCTb" OTHOCUTCS K Pas/iNyHbIM TBOPEHUSM
yenoBeYyeckoro yMma, HadumHas C HOBbIX Wu30bpeTeHMn W 3HakoB, o0603HavaroWwmx
CO6CTBEHHOCTb Ha MpOAYKTbl M YyCNyru, W 3akaHymBas KHuramu, doTtorpadumsamu,
KMHOMMAbMaMKN U My3blKasibHbIMW NPON3BEAEHUSIMW.

ABTOpCKME npaBa - 3TO MNpaBa Ha WHTENIeKTyanbHY0 COBCTBEHHOCTb Ha
Nnpomn3BeAeHnss HAYKN, NuTepaTypbl N NCKyCcCTBa. ABTOPCKME NpaBa BbICTYNalOT B KayecTBe
rapaHTMM TOro, YTO UHTENNEKTYabHbIN/TBOPYECKNIA TPy aBTopa He 6yaeT HanpacHbIM,
AACT eMy chnpaBeanuBble BO3MOXHOCTM 3apaboTaTb Ha pe3ynbTaTtax CBOEro Tpyaa,
NONy4YnTb W3BECTHOCTb W nNpu3HaHue. HWKTO 6e3 paspeleHus aBTOpa HEe MOXeT
BOCMPOM3BOAUTL €ro npou3BeAeHue, pacnpocTpaHaTb, MNy6AMYHO AEeMOHCTPUPOBATH,
npoaasaTb, MMMOPTUPOBATD, nyckatb B npokar, ny6anyHo NCMNONHSATD,
NoKa3sblBaTb/UCNONHATL B 3dMpe nnum pasmelwlatb B MHTepHeTe.

Mcnonb3oBaHme "nmpaTtckoro" nporpaMMHOro obecneyeHUss MOXET MPUBECTU K
MHOrMM puUCKaM: OT NOTEepW JAaHHbIX K TBOMM aKKayHTaM A0 O6/10KMPOBKW TBOEro
YCTPOWCTBA, rae yCTaHoB/ieHa HeneranbHas nporpaMMa. He cTouT Takxe 3abbiBaTb, YTO
CYLLeCTBYIOT NneranbHble 1 6ecnnaTHble NporpaMMbl, KOTOPble MOXXHO HaWTW B CETW.

O noprane



CeTeBMYOK.pd - TBOW [/IaBHbIA COBETUYMK B CETU. 34eCb Tbl MOXEWb Y3HaTb O
6e30nacHOCTM B CEeTU TMOHATHbIM W AOCTYMHbLIM $A3bIKOM, @ MNpuY BO3HUKHOBEHUMU
KPUTUYECKOWN cUTyaumm obpaTtnTbCs 3a COBETOM. A TaKXe MPUHATb yyacTue B KOHKypcax
M CTaTb CaMbIM LMD POBbLIM rpaxxaaHUHOM!



